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OTN Telemedicine Center Portal 
User Agreement 

Background 
Ontario Telemedicine Network (“OTN”) owns and operates an Internet-based ‘Telemedicine 
Center Portal’ (the “TCP”) that is designed to give authorized individuals (“users”) efficient access 
to OTN’s systems and services and information about same. The TCP includes key integrated 
features designed to maximize access to telemedicine and thereby, patient access to medical 
services, through increased healthcare provider awareness and adoption of OTN’s services.  
Features of the TCP and services to which it provides access include:  

• User registration and self-management  
• Personalized view of scheduled events 
• Scheduling events 
• Launching on-demand calls to Personal Computer Videoconferencing (“PCVC”) 

systems and legacy H.323 (room-based ) systems 
• Links to documents, tools and resources, systems and services protocols 
• Information about public educational events on the OTN network and general 

information about the operations and services of OTN 
• Contact, service and referral information about users and/or users’ sites or 

organizations 
• Processes, systems and services such as Ncompass and Store Forward Tele-

Derm 
• The Telemedicine Directory (a secure listing of participating consultants and sites 

that provide telemedicine services across the province that facilitates 
telemedicine coordination and collaboration by providing an efficient way for 
users to find people and places that use telemedicine) 

• Live and archived webcasts, video streams, audio clips, eLearning presentations 
(which may include medical videos and diagrams) 

• Downloadable PDF’s of OTN news releases 
. 
User Requirements 
In consideration of being permitted to use the TCP on my own behalf or on behalf of a health care 
institution or institutions with which I am affiliated (individually and collectively, the “Institution”), I 
acknowledge and agree as follows. 
 

1. I will only use the TCP for the purpose of providing or assisting in providing health care to my 
patients or clients and/or for other health care related business activities, including for education 
related to health care (“Purpose”). 
 

2. For clarity, I will not collect any e-mail addresses from the TCP for purposes of promotions or 
marketing campaigns, or otherwise use the TCP as a means to distribute advertising or other 
unsolicited materials and will not use the TCP to transmit material that is unlawful, obscene, 
defamatory, threatening, harassing, abusive, slanderous or hateful to any person or entity. 
 

3. eHealth Ontario provides authentication and identity management services for the TCP and in 
order to use the TCP I require an eHealth ONE ID Account. 
 

4. I have acquired from eHealth Ontario and will maintain a ONE ID Account until the earlier of the 
termination of my use of the TCP, regardless of whether the termination is effected by me or 
OTN, and the termination of the use of ONE ID services in connection with the TCP.  
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5. In order to maintain my eHealth Ontario account, I am required to comply and will comply with 
eHealth Ontario’s Acceptable Use Policy (“AUP”). 
 

6. eHealth Ontario may suspend or terminate my ONE ID Account, at its sole discretion, for non-
compliance with its AUP or any other agreements and or undertakings I have entered into or 
given to eHealth Ontario.  For clarity, if eHealth Ontario suspends or terminates my ONE ID 
Account, I will be prohibited from using the TCP. 

 

7. Without prejudice to any requirements imposed under the AUP, any right to access the TCP that I 
am granted is personal to me and non-transferable.  I will not allow anyone else to access the 
TCP by using my user name, password or other credentials (“Credentials”).  I will not disclose or 
release my Credentials to anyone else and am fully responsible for all activities engaged in or 
that occur under my Credentials, including if my Credentials are used by someone else without 
my approval 
 

8. For the purposes of the AUP, OTN is the client organization to which I will report.  I will contact 
OTN at 1-866-454-6861, or such other number as OTN may provide from time to time, at my first 
available opportunity if: 

a. my user identification or password is compromised or is suspected of being 
compromised; 

b. I have breached eHealth Ontario’s AUP or become aware of any security or privacy 
incident involving a ONE ID account; 

c. I have breached or anticipate that I will not be able to comply with this Agreement; or 
d. if my use of the TCP is no longer required for the Purpose or I no longer meet the 

eligibility requirements for use of the TCP.  
 

9. I will promptly contact OTN’s privacy officer at privacy@otn.ca upon first learning of the possibility 
of unauthorized use or disclosure of any personal health information communicated by means of 
the TCP. 
 

10. I will participate in OTN endorsed training, as required from time to time by OTN or the Institution 
in connection with use of the TCP. 
 

11. I will abide by all OTN policies, procedures, user guides, best practices or other directives 
concerning the TCP.  
 

12. Use of the TCP may facilitate or otherwise result in my having access to confidential and/or 
personal information and/or personal health information (PHI).  I will comply with my obligations 
under the Personal Health Information Protection Act, 2004 (“PHIPA”) and any other legislation 
governing my or the Institution’s collection, use and disclosure of personal information and/or PHI 
as well as any professional rules, regulations, by-laws and/or standards to which I am subject that 
apply to confidential and/or personal information and/or PHI.  Without limiting the generality of the 
preceding, I will not collect, use or disclose any confidential or personal information or PHI except 
in accordance with PHIPA and all other applicable laws, rules, regulations, standards and 
contractual obligations to which I or the Institution am bound. 
 

13. Without limiting the generality of Section 11 above, before scheduling an event or providing a 
telemedicine service, I will confirm clinical event details with other sites and/or individuals in 
accordance with the Ncompass User Guides available in the Ncompass “Resources” section 
of the navigation panel or as otherwise indicated by OTN from time to time. 
 

14. I will not use any network monitoring or discovery software to determine the architecture of the 
TCP or extract information about usage of the TCP, individual identities or users. 
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15. I will not attempt to disable, ‘hack’ or otherwise interfere with the proper functioning of the TCP or 
any other systems of OTN or third parties. 
 

16. I will indemnify and hold OTN, its affiliates, agents, suppliers including services providers, 
licensors and their respective directors and employees, harmless from any demands, claims, 
actions, suits, proceedings, losses, costs, expenses, liabilities, judgments or damages, including 
reasonable legal and other fees and disbursements, sustained, incurred or paid by OTN directly 
or indirectly, as a result or arising out of, or in connection with: (i) my use of the TCP and any 
information, data or other content I make or permit to be made available through the TCP; (ii) 
without limiting the generality of the preceding, any claims of infringement of intellectual property 
rights arising out of my use of the TCP, including any information, data or other content I make or 
permit to be made available through the TCP; and/or (iii) any breach of this Agreement or the 
AUP. 
 

17. My use of the TCP, including any information or materials on the TCP (“Content”) and all services 
provided in connection with the TCP (“Services”), is at my sole risk and the TCP, including all 
Content and Services are provided on an “as is” and “as available” basis.  I am solely responsible 
for any damage to my or the Institution’s computer system or an inaccuracy, incompleteness or 
loss of data that results from use of the TCP. None of OTN, its affiliates, agents, suppliers 
including service providers, licensors, or their respective directors, officers or employees, make 
any representations and expressly disclaim all warranties, guarantees and conditions of any kind, 
whether express or implied, by operation of law or otherwise, including without limitation, those 
regarding availability, uninterrupted service, freedom from computer viruses, timeliness, 
accuracy, completeness, currentness, usefulness, fitness for any particular purpose, non-
infringement, satisfactory quality or results, or those arising out of a course of performance, 
dealing or usage of trade, concerning the TCP, Content and/or Services. 
 

18. IN NO EVENT WILL OTN OR ANY OF ITS AFFILIATES, AGENTS, SUPPLIERS INCLUDING 
SERVICE PROVIDERS, OR THEIR RESPECTIVE DIRECTORS, OFFICERS OR EMPLOYEES, 
HAVE ANY RESPONSIBILITY OR LIABILITY IN CONNECTION WITH THE TCP FOR ANY 
LOSS OR DAMAGES WHATSOEVER, WHETHER BASED ON CONTRACT, NEGLIGENCE OR 
OTHERWISE, INCLUDING WITHOUT LIMITATION DIRECT, INDIRECT, SPECIAL, PUNITIVE, 
EXEMPLARY OR CONSEQUENTIAL DAMAGES OR OTHER DAMAGES (INCLUDING 
WITHOUT LIMITATION DAMAGES FOR HARM TO BUSINESS, LOSS OF INFORMATION OR 
PROGRAMS OR DATA, LOSS OF PROFIT, SAVINGS, REVENUE, OR GOODWILL, 
OMISSIONS OR INACCURACIES OR THE TRANSMISSION OF CONFIDENTIAL PERSONAL 
OR OTHER SENSITIVE INFORMATION), ARISING FROM OR IN CONNECTION WITH THE 
USE OF OR ACCESS TO, OR ANY INCONVENIENCE, DELAY OR LOSS OF USE OF OR 
ACCESS TO, THE TCP, THE CONTENT OR THE SERVICES, EVEN IF OTN HAS BEEN 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR LOSS OR IF SUCH DAMAGE SOR 
LOSS WAS FORESEEABLE. 
 
Subject to the rights expressly granted under this Agreement, no intellectual property rights are 
transferred under this Agreement.  For clarity, all images, user interfaces, text, charts, graphs 
streaming videos, information or data or other Content in any form on the TCP, the selection and 
arrangement thereof, all software owned or licensed to OTN or its affiliates (“Software”), and the 
Services are, to the extent permitted by law, copyrighted and otherwise proprietary and owned by 
OTN or its licensors. The TCP, Content, Software and Services contain proprietary and 
confidential information that is protected by law.  Except for my authorized use of the TCP, I will 
not copy, reproduce, modify, publish, transmit, distribute or otherwise use the Content or 
Software without the prior written consent of OTN.  Without limiting the generality of the 
preceding, OTN’s logos, product names, service names, and icons (the “OTN Marks”) are 
trademarks of OTN.  I will not display or use in any manner the OTN Marks without OTN’s prior 
written consent. The names and trademarks of companies or products referenced on the TCP 
may be trademarks of their respective owners and the display of trademarks or tradenames on 
the TCP does not convey or create any license or other rights in these marks or names. 
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19. OTN may be required to provide information about me, including my name and other information 

in connection with my enrolment for, use of the TCP or a breach of the AUP, to eHealth Ontario 
and I consent to the disclosure of such information to the extent that it is required by eHealth 
Ontario in relation to my ONE ID Account. 
 

20. I will provide accurate and complete information to OTN when requested in connection with the 
TCP and Services and will thereafter inform OTN in a timely manner of any changes to that 
information. 
 

21. I may have my information updated, or request the correction of my information by contacting 
OTN by the means and as indicated below, or as otherwise indicated by OTN from time to time: 

a. By telephone to 1-866-454-6861; 
b. By email to customersupport@otn.ca; or 
c. By faxing a Contact Change request to 1-888-879-2807. 

 
22. My access to the TCP may be locked by OTN if there is no use of my TCP account for a period of 

one year.  I will require approval from OTN if I wish to re-activate a locked account. 
 

23. OTN may suspend or terminate my right to use the TCP if I fail to comply with this Agreement. 
 

24. I may terminate my use of the TCP and deactivate my TCP account at any time by contacting 1-
866-454-6861 or such other number as may be provided by OTN from time to time. 

 

25. I will hold in confidence and will not use in any manner, other than as expressly contemplated by 
this Agreement, this Agreement and all information provided to me by or on behalf of OTN in 
connection with the TCP (“Confidential Information”), unless required to disclose the Confidential 
Information by a law of Ontario or a law of Canada applicable in Ontario.  If required to disclose 
Confidential Information, to the extent permitted by law, I will notify OTN of the nature and extent 
of the disclosure so that it may seek a protective order or other relief. 
 

26. The TCP is controlled, operated and administered by OTN from its offices in Ontario, Canada. By 
using the TCP, I am agreeing that all matters relating to my use of the TCP, Content and Services 
will be governed by the laws of the Province of Ontario and the federal laws of Canada applicable 
therein, without reference to its conflict of laws principles, and that I will comply with all such 
applicable laws. 
 

27. This Agreement and any documents referred to in this Agreement, constitute the entire 
agreement between me and OTN in regard to the TCP. If any provision in this Agreement is 
found to be invalid by a court with jurisdiction over OTN, the invalidity will not affect the validity of 
the remaining provisions of the Agreement, which will remain in full force and effect. No waiver of 
any provisions of this Agreement will be deemed a further or continuing waiver of such 
provisions or any other. 

 
By clicking on the "I agree" button below, I understand that I am agreeing to comply with this User 
Agreement. 
 
 

I Agree 
 


